Introduction
Nonlinear combination generator is a kind of pseudo random sequence generator that is often used in stream cipher. Pseudo random sequence generator is comprised of a linear feedback shift register and a feed-forward logic is most basic one. The model that consists of single register and feed-forward function is called feed-forward model in this paper. When feed-forward model of the synchronous stream cipher generator is designed in cryptography, it is always divided into two parts, the driving part and the nonlinear combination part [3] . The driving part uses the LFSR sequences and the nonlinear combination part do some confusion and diffusion with the sequences generated by linear part.
Actually, if the state transition matrix is well designed, the state serial and its fixed component can be obtained when any initial state is given, and thus pseudo random sequence of a large period will be generated. That is to say, linear shift register is implemented from a special state transition matrix. So even with the state transition matrix that is a general one, sequences meet the requirements of the driving part will be obtained if it is designed well enough. And there are many attack methods with different feed-forward models, such as guess and decision attack, fast correlation attack and algebraic attacks [4] [5] [6] [7] . J. Dj. Golic proposed the extended inversion attack specified to the feed-forward model in 2000. The attack is a known plaintext attack without exhaustive search of all possible initial state, and it shows its fast and simple features in some special situations. We propose a novel feed-forward model based on special state transition matrix by designing the state transition matrix. The model is analysed with the inversion attack, and the specific attack algorithm as well as the complexity analysis are also given in this paper, On the basis of complexity analysis, the design strategy of anti-inversion attack feed-forward model based on special state transition matrix is put forward.
In this paper, the symbols agree as follows: 
Special State Transition Matrix and Feed-forward Model
In order to build a new class of feed-forward model, special state transition matrix is defined as follows, according to the first step of the transformation of the determinant, So the conclusion is true.
(2) Assume the conclusion is true when 
which means the conclusion also holds when (1) and (2) Just as the feed-forward model of shift register transformation based on multiplication circuits, the following feed-forward model is defined. In this section we will discuss the situation when the state transition matrix is primitive.
Definition2 Let T be special state transition matrix, then we call : n k f F F  be a multi-output Boolean function, and the positive integers 1 2 , , , n
we say the sequence
 is the feed-forward sequence of the feed-forward model designed by multiplication circuits based on special state transition matrix.
The main problem of the feed-forward model is how to design the state transition matrix, tap positions, feed-forward function f. Special transition matrix is designed; Feed-forward function f is nonlinear usually ,we use a nonlinear Boolean function existing and don't design feed-forward function in the paper. We design tap positions of feed-forward model according to the following analysis. The basic problem of the feed-forward model is how to find the initial state when the state transition matrix, tap positions 1 2 , , , n     , feed-forward function f and feed-forward sequence of 1 { } t t S   are all given. All the feed-forward functions discussed in the paper are Boolean functions, and so it is with the multi-output feed-forward function.
Inversion Attack on the Feed-forward Model Based on Special State Transition Matrix
In this section, we first analyze the feed-forward model based on the multiplication circuits of special state transition matrix.
In general, we denote the input of f at time t (i.e. a segment obtained from the t-th state St ) as
, where 1  represents the starting time. Since 
with given X , and then we can filter the correct solution and find the initial state 1 S of the recursive sequence.
Here we find all the possible solutions of ( 1) ( 1) ( 1)
